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(54) COPYING PREVENTION DEVICE AND METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To protect digital data on a 
data storage medium from unauthorized copying even 
when copying prevention information inside the data is 
forged. 

SOLUTION: Copying protective device and method to be 
used in a digital data recorder like a DVD-RAM include 2 
the use of a DVD disk 1 provided with a unique serial 
number stored in the read-only part 2 of a disk for data 
recording. The serial numbers of the respective disks are 
digitally signed together with other copying control 
information. The digital signature is verified in a DVD 
player/recorder and whether or not the disk to be 
reproduced is an original disk or a proper copy is 
checked. When it is not either one, the reproduction 
recording of the data of the disk are blocked. A copying 
generation management system is executed by the use 
of the copying control information as well. 
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ft 2 £f etS $ *ufc— *=Sr ~> x ) TiVW* J:ttl.DVDf 
4X9 1 £JBlvg>.rfc£-&tf\ DVD-RAM<7)J; -33: 

/^liDVDri/-V/l/3-n 3, 30tCT^IiE 
Six, m%.L£ot LX^b? < X9tf*V S/^iVT < 




( 2) K52000-76 1 4 1 (P2000-7chA) 



a. 

[ii*js 2 ] mxm i ib«co^bt-S) x . mim&m 
wmt mmmfonm*- tu L^ffl^Hcieif $ *t & jib . 

[1**113 ] i**iff 1 Zfzli 2tm<r>MX'h-oX . mi 

fgJiJg 2 <7)«#;liSff Srfl-i" & SB . 
[M*Jl4] I**3S3fE««OgBT*oT, MW^m* 

[f**JS5 3 m^m4tm(ommx'h^x . frie$w# 
a»a . fyiem 1 & <t txm 2 a*n$r & . 

•r— 9 com ±z m.±-?& sb . 

[ 6 ] n&n 4 * at t± 5 leKcoUBT* -5 1 . flu 

I afflWMfSJi . flu 12* 1 *3 i Sf 2 <a*SS*M6K'*y 

x. *h\,z, mLmswM:m£Thiz*xr&&*?rr 
i f»*n 8 1 f»*js 7 1 mnmmx-fo -> x . fluf Etaiiti? 

*if S^UKSSfU flulEI2WS(±. Z.oyrV9fr 

[f**JS9 3 jttf-rsfim^if^^iBro^BT'fto 

[f**iSl 01 W^9lS«^B-CftoT, AufEfEf* 

cw^ifli 1 ] 1***11 oE««siirc*oT, flutes 

f-flf- ? « . S E&K ^ K-T* 5 i s 1 

jgsg-rssa. 

[IIWHS 1 2 3 i**Jl 1 0 4 fcfci 1 1 £«W)*Sarc* -j 

x. fluia^ u-tif- * 14 fiSftm&iz zti&m 

B. 

[i**isi 33 5tff-r-?.ffi«coifl*JS^iE«4co^B-r-$) 
[i**jii 4 3 11*11 1 smm^mmx'h^x . mim 

WiliDVDf-fX?* 1 ^^!. 
[|**iSl 5 3 «f««JJiTOJ:VC:<Oi«>3ipF<o«SEWfB 

tmftm^cDWjtmmtcomimzmftLxmmm? 

— 9(?)®m$:$W-?&Zt&&tsJ}&. 
[f**JJU 6 3 «Efls^'J^Srfl-rS7-*-^IE««*±^ 
x- ? SrlE»-T 4 tm%kWX'h o T , IrlEi&ttllS'Ji^ 



*H!Effi««:£l*-r&#a£*rU lMEEM$8fifluiB$£ 
fr±(CiEtI£ft£§£Bo 

[f**H 1 7 3 f**JI 1 6fE»0§arc*oT . flufB^ 

mmmz7iS9>i-mzw4! 3 -tz,^&z^z>gim. 

[§**« l 8 3 1**33 1 6ifcli 1 itm.ngkW.X'h'? 

x. mMimmmmmt^mm^tsmm. 

[Ii*Jl 1 9 3 B!*JS 16K1 8W-ttifr 1 ^>^fB 
SJtO^BT'AoT, -eciA^-r'-^^fEli^ixJ; o t L 
T ^ * iB»7C««#±fciett3 ^ f-flf- ^ £ 

[|»*3S2 0 3 W^WY?*ttk?-9Wm.te±S-- 
t-'- S:IEI*-f-S*ffiT*> -> X . fliriE«f*:±tlE'tt$ix 

ft. 

[|**JS2 1 3 ff*«2 0lEttO*ffi-C'fc-5T. flufE^ 
[ff *IB 2 2 3 ff*IM 2 0 4 fc« 2 1 lESJ^^ft'C* -5 

[it*jS2 3 3 «*±tie«$<x3t«*i«» , J : Ffe«t^^ 

[000 11 

U W: (fflU #ffl!ie^0cT'ii=5: < ) . r-?fB1f$S#: 
±c0rV^;l-7 ; — ^ $r^FIE^r (unauthorised) 3 1— A>^> 

[00023 

{timcoW&n ^-f^CD^CD-ROMi7)J:^ 
-^S:^tfflM(reproduction)-r.|)^ t^TS 

[0003 1 tE<fi)ffl$tL§<S3^. hOUa- 

X) KD-RW (##m^^TS§) £*tflEI*nrtg'r> ? 
9)Vtmm>fu ^Xf^Zn i i^9>V^\M ; T <?*9 (DVD: Digi 
tal Versatile DiskJS^^Ha^ltJ^^Atff o 

^di«^:T»!WEff*S:l»ihi-6fc«>tcSK'S:3e-IW 
±isX?J*<?><&&&1)<m*ll,X%tz. DVD - RAMI/ 

{4, 3Vta-^A- r-'x-f^.^fc.tt/t'-r^-fe y h 

[00 04] DVDaw<ojieatt, TUiRcoBUif^WB 

GF - 1 0 OO^'J-XWi^DVD-RAMCOV^ 



(3)^2000-76 14 1 (P2000-7<A) 



Xii. McGraw-Hilia*>^{±lllS$iX7tJiin Taylor^" DVD 
Demystified"?r#ffS$^V->„ 

[0 0 0 5] M<iWaf- < ffS(copy control LlZ 
W\ DVDf'f X7*?C D — ROMT'iiH^^fL&B^jii, 

■arfifisSr DVD — R A Mco <£ a "Sr^^/l^-^Kttttl* 
CJpfLTDVD-RAM^I(?)fy7/H/3-f(:J: 0 

SSfciH»r4 - k #*WC£> 0 . ZO^iSffUimM 
Wfrh . S1£t- ? * 3 b°- n a n ^c7)^L^ Ltcfl&«0 D v 

[00 06] >FIE^3 tr-£HLitf 
IIR36Sn-CV^4§|«Kfi3e-l!S±»»*<l*I*SnTV% 
fPRfcf, Jim Taylor^'DVD Demystif ied"CD§5 1 2 

8M^^let8$tlTv^SJ:'5^c. DVDfa^wf-^ 
CO J: o SrS^&^'tf £. n e-«a«^Tfl6«:*& 

-3b-(Never-Copy)" 7 7 ^£ OMkfD 
VD - ROMf < X9<D X 0 &0^fflL«ffl2«flsT\ 
I^fy^^3yf>"y?:Mtli t<DT#>&. D 

dk-rsk. iBf*roiiBiS£ffiit-t&„ la>u 

DVD-ROM/RAMf^MX^V^ItCJ; 00 
m-t h Z k h . £ iltC J: 0 . IBS! Wfig-r -f * ? ± 

t-'- ? * t" y h #iatciE#t-r i. £ t * s . 

[00 07] -lc0j;a^:3b°-|5SjhffiOlHl)S$:l%jl:-r& 
tzMZ, DVD71/- ROMfa^tl^ 

£ * x •>/ ? & J: 3 ISf 1 $ tltz i> <Mfih S . £ <?> 

a? U ! Ji-tV<DR OMf -f X7Sr ^IEtC 3t-L 

IB 2 ftT ^ & £ k £ ^ £D:7"V — Vtf&tia tt , 

* cDt 1 ' -f X 7 ±C0t- 9 &W£."t& . 
[0008] 

[&BJ!#j«&LJ;3k-ri>f8&] L*>U fa?^3 
b— f & ^ >- b' A — 9 JL— *f (i s "— 3t:-77/^ 
Hhtzf— 9 co-f^X £ b' v h #fi[tc 3 b— -t •§> k <^ o bu 

U tfzi^^±ifbX , £co;t'J j'-rvi'-r-r x?£fBi$ 
flTBg&T4X7±Kab--r&^c, SKtiWB£S!Je* 

tf , ±iesisj4«s«tsaK:iiias^d & . 

[0009] iJEB6±ffi<0fS^PIB(i, -tfifc^Rtt** 



&< s 3t-^ir^ ni-ggj tits 3 t-Mt 

ili^X-rA (copy generation management system: CGM 
S) L&VVI t T*4 . 

[ooio] mm. *v : J-t-/i'<v-T—9i&te!&t¥<oft 

[001 1 ] £<D J: 3 ^HicMM-r&C k 

[00 12] 

mmzmm-htzfrco^m *wwtJ:*iHr. mis 

&aiflSk&Ztih. zcomwii. JBWWiCiBltSnfcjBIE 
^ISS'ffk , aWcfflK'J^iOlJtlllflRkOBMRKitfe?? Ufc 

[0013] frlB^*ilS'ff«^ 1 <0««c«WiH t T* 
0 s MfB^M+f mm 2 »«fMBJjB ! tf»S>$r 0 , mflfi^ 
mi*3«J:^2co««siasiJ^* J P : 3rS«^^s S 

[00 14] Tfl/y-t-^f-Vx^co^. ^2co^f*:ii 

[0015] *^S<i, «tiEEfllfB*iSiiE-rs#a**U 

^m^'J9ivm^mi-th^-^^h . 

[0016] #f&BJHi$ f>C. «J«t±t:fiE«$it3tiK«s 
JffMWfF k ^Sffifg k eoM^^«c# LXU^f-9<n 

Mmzfflm-t&zbz&ts. 
[0017] *mut. m.wm^\ i f-^-fhT-9im 

[ooi8] mmwit. 7-9 zfrbtmznx 

tT, «#:±^.£OlB«^»JP-rS^S:WLTi,J:^. 

[0019] 2(5f6B^4, ?^(=- immiB-tt-th? 
-9W!mw±.^f- 9 zim?&-xm*Wi®th . £ 

^^-r^CkSr^-tf. 

[0020] *»Bflc ifuf , $ ktz. im±tzfmz 

[002 1 ] afsasm:: Jftffs WJ^rC k (c. x-^IB 
1taE(*:±co-f $?9tVf—9\t. s r—9to?>-3 b-|»ihffi 

l-SClk^T'&S. 4fc, COKihffiti. VN'-y^r-yr 

[0022] 
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[00 23] iH:fcV^> ^ZmizX&DVD? 4 X 
9 Hi . mVFWA 2t J r-9ffit&3b . ISiS'J 

fa? colBI^co^ #7-' * .x 7 l cofg jH^te £ co^l-S 
tcflWR^WSiitrii:* 4 ^*. f?U«:\ aWJ!FHH«2 
liDVDfU^^'-Xh^'y h^(burst cutting 

area) Tift OH. ? fe&SPWUiJim Taylor^'DVD D 
emystified"cOgfll 2 5—1 2 6H£#SB$ftifc^. 

[0 0 24] 02lc*iivc i^5fciE» (/5y? ) D 

iORJiSix*. DVD«f4c<oi8JtXS(iCD-R-^c 

D - RWf 4 £»f h <ntt mZtlhTMt Rftl 

7h->! rx-h h m#mn? fS£3S 6 u , ^ u r 

DVDfa?4WN'-Xh*7 MSl*2t*§ji4 

■i rtt<0-i»A- n - H ££ijtf i h \Z X 9 >- U T/P# 

&%a\z°-$:m±-?2>?zMZ. fWHW*R— Oi^'J^# 
■SfcMfofcf* -f A ? SSgteA^TS €> t ■5««*% 

[0 0 2 5] DVDfa? lWf-^'f^S'VOT; 

DVD-ROMfa?«. Jim Taylor^" DVD D 
emystified'-comi 2 1 — 1 2 3HfcSBttS*t"e^* «* 

wm-f mmw&o x \ ^xmx-h h . 

DVD-ROMf-fX?«ffiWWMffiKJ:iia:, ffl* 

[00 26] dvd-r -f >r x 7 co*l 

H£#ii. ^iJ^«2l*l^J^tfli]*^^ , JT^ 
S^W/^V^f-f x^SrSBaf fit. -f- 

& vr . a* J-'ff^l: ifiX' 

&atrk» -f x^tellStfllcJiD VD-ROMi: 

phikc«m6 t , rmmmm a i t uttr* * 

[0 0 27] 7*4 X? lliDVD-RAM (S» 



[0028] flBW^WB^&fcft^iMaF*^ 4 
^)«JSoWJgHc*&IRak:o^-cii« DVD-RfU 
7l£#88tTWTlcIftBJJi-6. .TOx-fX^fi. 

x->-y (^ClTliJmtTT-^tff^) , fcWf^ 
X ? 1 Wfii!<7)B5jS«fg (I3ti tfciE»SS»8 £$gg 

[00 29] 3yf>-7«f(:J: OflSJflSfU^&iB 
8 CO— fflte , DVDfa^l coW.?*- ttS t^Jfl^B 

=jtf-«affl« (cc i ) 4«siofc, 
tistcf-tx? i itcien-rsieii^^A-^ 1 1 1 

[0030] iEffl®B8«9»f£S:Sr$-04fc:;feVvC, ^ 

•r -v r s i t\ se^aj t^a 9 ^m^wf a^u^ 

SlOMt. CCI«S10I1 z<r>T<x?mi 
^<?>mmm£. nt-^atf^i: LX£M-r& (s 
2) . Xf7rs3ttl EMte^A— /H lit?-? 
T-1]47\ 2frt>7-fZ%iX-liiL. ^it$r- CCI 

tciaii-rs ( s 4 ) . ;a tTf»6ft.fci3»af*f" ^ ^ 

7 1 {id d X"\Ot 0 iS-t)^ 4*-?tn&. 
[003 1 ] 05tCtJV^t, *JlffltJ:iDVDri/- 
■VI 3«, ^ajt^Sl4i:. CC I^H^>>jl-^ 
15k, S^Sl 6 tZ^-th. TV— VI 3cot&f^ 

^^W^EtJ^iitTV^xVX? \frt>ir—9, 3 
h°-«atff$gfc J; a? PSS'JiFSrM^aj t , C coif 
fg&CC I^iE ; E> ; j.-;H 5/Vj*.?). Xf 77s6t 

^fe, S4L J: 9 k Lt l^f -fX?^ 'J yf/l^f 
-< ^ 7 JtprF^T § it?t 3t-4»*6i ^i^f iE^r 
W^4. «BEE«S*fc:|BIH3{»<*»"mtf, ©JWiXx-xr 
s7MA, S£gia 1 6 9 S^-T 4 . ^liEfe 

Hit $ ti h . h . wsamw&ik ttzztit.m 
Wfct&i><otmM$ti&frt>X'b&. 

[0032] u;tK*t4*«^)t^T(0MKl3H 

t. ijg^.i±jt : £> ; j.-/n 1 . , 14*3 

it/H^ai 6<50i 55:, DVDf a?CSUf 
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-1 0 0 0xU-X^J;a : Sr'rtJlRcODVD7' , P-'\'/U 
3 - yizis v vt m&ti>m $ ft T v * * J: 9 
llJ56-ri»>Ii:* i: T^^. CC I£j££|l Ofcit/CC I 
tfcSE&l 5<Oj;3 3:. *^^IU!tet--S.^i6^«'5ry 
o-y^OMi. ftJtW? -f ?nru-b-y-y-£»#kL 

a. 

[0033]f^?l ±^ifi$*T'l= £ 3 1 r-tfSflH* 

7K*SWt\ Xf77s9tli. R»{fjLJKt9*«3M; 
5^*71^ 4 x ? frb t 4 X 9 mVf- Sd SrM* tU L , x 

fyrsi ot\ sd^ab-fJitf^t 

•5. Xfv7s 1 ltli, feilt*:^' .3.-/1-1 ltf"f—9 

itfSdSrx-fX? K0-r-*««3'\iB»-r<& (s 1 
2 ) . Xf 77s 1 3fHU S£L<£3 k LTHl.f'f 

St»aj t^S l 4 *<t a;iw^-xh*7 2 
fl»S>»»aiU CftSrCC I^HUl 5^i*&. K^ffi 
L.£»14tt*fc. nt-WSraSfi-r&i^SdSrT-'-r 
X? l<9-r-*««3*>S>R*art\ Xf7/s 1 4T 
CC irESl 5*^IROt 4 X? SKIFFS p£* 
U i/^yWx fSBgipf Sd<7) a b°- k JtfiTt 4 . t L 
^ y s^/kr 4 X ? #3 t- $ ftfctfOT&WtUJ. 2 o 

b^mhixh ( s 1 5 ) . — 77. ^'Jy^l 
T>X?#>'3b'-£ft7t<yre&ftl£\ -t%i?-h. *ViS 

i*$/i^cOTS>iitf . ffc&f-'-f x7<7)A-x l*7l 
m*£ 2 -< x 7 iWJH 5 - s P {i , Wztanr 4X9<r>nf 
- 9 ffiM 3<,zat°-$tLtzj- y ^'t/lf -r x ? gSSiB 1 S 
dk^s-rt %<ryf 4 X9\&FJE 
C3t-J ix?t t cnx-fo *) . ^ k ^ 3 fi-f-tf 

s&gsi 6^mi>ti& ( s 1 6 ) . 
[oo34] n ^-mmmmt lx* >j isi-tv? 4^9 

mVf-eo 3 f - £ Jfl V *t Z k (i . Mi£ t 3 b*- 

S. LW-j-C, *ViHrAr?4 X?tf>3b--</)ffr£g 
mm±Ztl%^i)K ZVMIZ DVD71/-WI 

!tf 4 X 2 iSttO r» b°- 5 Ifcl* 
(i. xf^rs l 4~~s l 6tSJMBLfcJ:3:5r7V---V 

£ ft^Wflg-t sou , s P *i sd fc jre £ *i-^<03 tr- 

% h Mm 5- ffiit-r ■§» i k * { r s a a» & t * s . 

[00 35] ±iEc03 b-^II^tC i a 3 b'-l^ihSr 



iWS^^S^S - k * *jtf h tztblz . 3 f-^ffi 

w smzr 9 -b x^ie*»<o«a ^tts^^ft a k # 
[0036] a«jifir»^fiia<o-w«. ^mm^i^ 

^Jvm^^mm^^xvxT^zmmth. x vmmfc 

l^ H J{i- Bruce Schneier, "Applied Cryptography", Jo 
hn Wiley S; Sons, Inc. 19%, ISBN 0-471 -11709-9 £ # 

[0037] &BHW«#U:» ^r-^f(key pairs) k LT 
*a^ixS. fflS:fc:aWri*ltfO«^W»J(C(iiutually invers 
e mathematical operations) cr>ft>riMfr!<7)i&fflt,zm'3< 

he>X'fo&. 

[0038] mm. Etf&mmrjui y xhx-tbh t 

-t&t. *ISE k (m) (i^f-K^fflV^^ -y-fe-v-'m 

[0 0 39] t>U. KkK-'^'Eco^f— ■§>=$:£> 

E k (E k _i (m) ) =mk*S. Jf— K"» 

( ; i-CJiWfflWk ^ o ) ■CflHWtSiifc.x v -b-^' 
(i. dr-K (dd-CJi^Mfilk^-3 ) $riiffl^a^k(c; 

«t o maw & ; k * s t * s . ^raaHt m± , ^ - f -y 

hfi*H-4h*:*v^ (0li{f5 1 2b'-yhJiLh) k£. ?B 

[0040] "T : J9)vmm. ^mmr/^'jXM.tsx 

t>'-^T|6]M y v- aWftfc:*^ < i k ^-C* I), ^"/ya 

-^^■y^^WfiCkti, ^•y^-^'m*^ 
^.^iX^k^. A 7 yaBc=H ( m ) *%\%'thC\t 
ifn^X'h h * { , fefl^v n -y ^ a <1 c £ Stem 
aj-r*Ck3&*WCft4J:5!5:RII8rC**. H<^tli7Jb' 
■y b«*H-^§V^ (0ij^.{f 1 2 8t'v MJLt) 
-SIC c*>^m^*i6i,vlk fift^±^«gTS> S . # 
#k LTBruceSchneier, "Applied Cryptography", pp. 
29-31. pp. 38-39. D.W. Davies, W.L.Price, "The Appl 
ication of Digital Signitures Based on Public-Key 
Cryptosystems" , Proceedings of the Fifth Internati 
onal Computer CommunicationsConference, October 19 
80, pp. 525-530. & X National Physical Laboratory 
Report DNACS 39/80, December 1980Sr#BBStt7tV\ 
[004 1 ] fW/WS^cOffifflfc^ffek-rS^fcU 

Tizmw-tz. 

[0042] mti£. XtfVK* y-b-^jMOTt^k 
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■y -b - &WX#» ffctf A>iX7t t OT'ft 4 Z t , & J: l>\ 

KSr^JHt^HW-*. fit. X(i, ^ ■y-b-^mSrf^ 
(£U ZtxtzttLX<XcoJ:o<,zLXT : J?>umzm%,-t 

4. 

[0043] 1. c=H (m) Srftttt*. ZZiZ. H 

[0044] 2. «B»K->$rfflVvtEfcJ:Dc£Bfrg- 

[004 5]tm. fy^H« = E k -, (c) 
r'JfJUg&tt. ZZXit. Sig k ., (m) fcflSft 

&cox\ ±ie««»:«o± 3 £#fr4 . 

[0046] S i g k ., (m) =E k -, (c) 
4. 

[0047] 1. c' =H (m) fcfr*-*-*. 

[0048] 2. df-KSrfflV^TEk.j (c) 
U c . -T&;b*>c=E k (E k _, (c ) ) £3W>I>. 

[00493 3. etc' fcfcJtlW - *. 

[0050] tU c = c ' T**Uf . UBHiflSaj-Cft 
"5 . * o TWrtUitm&MX'X) 4 . 

[0051]^ •yfe-> ? m{CMA>*»<5D^U* i fc-?3t^ 
tc«aE*»t ! Sr4. 'Sr-ff^^s £<Oi§-£, ^-y-b-x 
c' <T»\»ji'x.iFg.ir>his>tz,Xfoh. &tc. nr s J9)\m 
&tfmmi*titi%>&lzi>imii!k&t%:&. WIK-' 

r ? -t 4 o*i xcox-x'h 4 a> & , k x*m 

UX'% 4;EU^'^?/t*S£»C# 4"tt— <0AflJ« 
XT* 4. 

[00 52] H31CM0, #U J^/l^X^iiflH^ 
3 tr- * fflv ^4±gE«K Lfeffi*^r*&t=±iB««a» 
)S&3Sffl-r4ih(cJ;0, WkLXotLX^k? <X 

rcojE^ftzmz-t&fctb. mmm8ftcocc man 

»10«. *-*TK. K-i££j£t-4*-*t£j£35#><b 
OA/UBS:^*. DSA*?RSAT>U3>JXJ*CD£d 

0 . 0U(3\ J a v a (ffig) 5 y^ast-si 

J&rC"£4. plJxJS'JavaAP Hi, Java.security.Ke 
yPairGeneratorfc LXtfthtlX^^h^— M£S$L 9 7 X £ 
rtfi L "O * 4 . :* U yt^f ^^f^^SWIIfS: 
jS-fr-rx?t^'rTSd(i, tt*fflU8«9fc:J:D'? r -< 

x? i ^hm^m^ti, i6af«K-ifc, ia»^s*3j;v 

(x) t^fflv^fy^H«Sig M (Sd)#»j£ 
3*x4. 

[00 5 3] aa^N<yj/*RISRiO— Wi. WifiUfc"A 
ppl ied Cryptography" Opp. 442~445kIfEtj2£ ftfcSecure 



Hash Algorithm (SHA)T'£>4. £<?)T/P:f'J XAti, 
^ra&RA*t*«y r-WfcWtT, 1 6 0t'7 r-<7VVyi^ 

>^-t=WRR§n4. fy^H*Sig k ., (Sd) 

it. &ffl*-Ktti>iZT <x? i±iztmzti&. 
[0054] msizmo. 7v- j ri3x-\5.. w^ajL 

m&3frt>4im*- K&XX/S i g k -i (Sd) 

sw^hh* 2Wfa? aa'PF s P * uk*. c c i * 

SESfl 5«. />-y^j.fflH ( S P ) SrJMJU KSrfflV^ 
TS i g k ., ( Sd) iWa^CktcJ: OAvyafH 
(Sd) £?#4. CCI8SES15J4, owe, Zflh 

(f . W£ L J: o t LT V^4-r -f x y*{i5T U 4 x 

?3reoT\ ^'yisAmijm-x'foK). mu*f$&)L. n 
!kt:ifwr&m*jjm&£iW.i e>^mt>ti&. sdts P 

OH^Sl 6krWLTH^2rlljh-r 4fg-^*Wbn 
4. 

[0055] ^y^y-y^^ii. «S(f^-K->t=T^ 
•feXt'#40t— <0#*<?)T\ Jf-'J y't^f-fX^Wjy'J 
T/P«#4 fctifl!!«>»Hr7-*iE L < IH«* 4Dtt-<0 
#T-$>4„ 

[0056] $^,t;«?(t*3h-co« ; S^tgi:-r4^ 

t&x%&. ztaz. mm. 
n f a 7 >f -iv y xh 4 . 
[0057] mstmvte. ziy^y^m^miz^nm 

$m*- 3 tf -m± : r < X 9 a&j&CH-f 4 X f- y r ^ ^ 
BJ-f4^<?)t)<?)-Cfe4. 

[00 58] Xf»/7s 1 7-C(i. Jf-Wtttya- 
;P2 1 «V«tME^A^MTyl'^iJ XAodf—W^ 
±jac"f4. Xf7/s 18T'tis Bt»aiUSSa2 2**'r 
x ^ l <oSt» tb L9m&ftf)> k D v D r x ^ l as 
/Jiff. S^'JT^»^*St*aJi-. X-f 77s 1 

9 Til, n v-mmmm (ecu 23^. 

-. ^ff, fc.tiA'nb'-'ga^ (CCF)f 

h-fl7'f-/l'Kli, 3b°—SS (Copy-Freely), * 
> 3 h°— (Never-Copy) . 3 b'— V V X (Copy-Once) . 
fcJ:yy— t73t- (No-More-Copy) <7)4 OC7)$R0 3 4 

m^oibcoi^ntzb^x'tf^. at'-tgrnmrnz 
tttitt&tzftnmtevmmz^xuTtzmm-z. x 

f 77s2 0 Tli . iEH^E a— ;k 2 5 DVDf^ 
Xi? HcS^^^^x-^^T-'-^T-^-f y'2 6*» 
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0 . r? tH»jbffc$*ufcie»af*D VDf< 

[0059] D VD7*P— V<o«nS«l«*J ±r^«flEfc:o 

[0060] Hi 0<2. ?B»#^feH^tg7-' 4 X 9 ±fc 
7-'-? SriEirr*fc*fc:fflv^*fMBOiaflNRai3 Oco 
ffj££^-T.> 01 Ofei^il HCfc^T. Xf7 7s 

2 2T\ 1 \Z. mmttzJ: o 
Cf^?ri/-tl 3*>^>3t-«aflHB*iJ:lfiE« 

Mf^f-^&fWD, ^icciuaasti/'a 
3 -ctt , c c i mm 3 t-flra««*«iiiE u <* 

o fc-f*. CC I«tSE383 2it. 3l*KOCC 

tcj; 0 SSBSfi* . t*» L . SE&gS 3 0 ^V-t 1 

3 t (iS'lWJL - 7 ht*6*^« CC I tftffiS 3 2 (i~ 

[006 1] CcoSPrcaffijWfcJftLfc Ms23), 
SJffilliXf "//s 2 9 / v?£fi : U fcrfcSrr < X9±.^<D 

3 f-fl7 -f -/I' K A% LT l ^^SA'S' C C I#t 
EH 3 2#>*W£f &. tLf-^^SACat-tlS 

f-fX735 ^fSli^& . Xf7/s2 4n Lt- ? 
**g Eta K 3 b°-T"# £:V^ £ 3 b-«=HIti?##* LT 

lf3h"-7yx7 7/o#©:J: 0 . f~9ifi 1 EJrtftf 
3h-T'&I.Ct^3 f-fS7 -f — ;U H*^ LT V^S 
fr^fr SrCC I «?tIH 3 2 #TOf S . fcU 75^# 
3t-7yX77 7'T^r(tix{i' » *v <— 3 f— *V — t 

Xf77s2 9M^ CdTlBli^fflih^tl^. - 
7j\ Xf77s2 5t, 3t-7yX75/#-k'/N3 
ftT v * h Z. b Sr 3 KHff«ffl «** *n L T v vfc . flPj fflKi 
Xf77s2 6^, g&fc£bL3sSE2 6a<, 

3 3^jH-S>. Xf77s 2 7f (i, CC I±«||li;3h' 
-f 17 -f -yi/ K f-7 yx*>f, 3 t-y-t 71: 
^ . i^-n^ 3 4 T*f -r x ? 3 5 lcfE$f $ ft.g> 
^§»T*: ; $:3b-l : 3Ifi«8££j£-rs. IWf^nf 



-taffllgCOtt^ (nature) KO^Ttif&tCi^i^tS . 
[00 6 2] *'Ji^>l'? f 4*?fc:»&&*;h.S:3t:— 

■f-cOD V D 3f— r -f Jf-r -f X 7 <D !*!;§!£:£:< 3 b-^RT 
fgi: LJ:7 fcf Ui*v\ *>£Wi, 

ttLX Zti&i±<r)ziV-c?)±j&mJ}tt5-z.fi: 

[0063] i d«3 y^y > y«*£&£t$S'J-tl>'Hffre 

CCFIt _h»LfcJ:dlc. 3 b- 
Si, ^A-ae-, 3t-7yx, y-trat-w 

a' (4. m&mtmmmi DtJitxccF*-«t^ 

I D I C C F A>0 A ' = I D I C C F ' C0^D< T'£> 
6. ^JltC, CCF' (i^^r-r ^X9±"\cr>mmi>Z 
a^-^emy 4-)i-wmc?>$tit£3ki-. sd. sc, s 

p(±. x -< ^ 7<nm.^ L&mBMz epftztifcr * * 

9&Sm-X'hh. L,fc*«->t, Cin^cr)|8iSiJT«ilB«:t= 
et-oT^S^fL^V^ Sdti, *V s J~)ri\s?4X9%l8ft 

ff^L J; 9 t Ltv^f^ x^cox-i A9mHT : $:$i 
-T. Spti. Sd, ScCOfflSr^SClfc^'T^-S.. ^<7)^ 
sJ-'J ^'-HUx-r x^fcJ:V-?-co^W3b-*>'-?-ix 

[0 0 64] KaJoJcIXKa.,^. rjy^yyflW^O-r 

;PC03 V-iFb\&F*tmt t&Zt 5r«liE-r ^ C GM S 

[006 5 ] 128*5^1/01 2^fcV^T. 3yfyyft 
, rt<r9TVT-3 \Z—0ffi&L%> * U ^*7-^ 

?A*9frb<n>bWhmk*m)kthzb*msi%i 

-£\ Xf77s3 0t\ CCF77/J:*A'-3e-(: 
■tvhtS. Xf77s3 1tU j.- 
;|/2 1tt. mi<0W=o^T±KELJt^-**K A t5j:^ 

1 <0K*tiJ Sd5rS?^tti L ( s 3 2 ) . 

Xf77s 3 3TCC I ^H2 3^^^/WS^SigK 
A _, (Sd.A)SrfHr-r&. C10*-&<?33t-«atBfBJ4Sig 
K A . j (Sd.A) t K A i;*^^:S . l^^^i-^2 5(i. 
aqtC 7-'-^T-*^f7'"2 6^^7 ; -^$rS!^tUL (s 
34) , Xf77s 3 5T\ CC I^«t§2 3*>tcr)3 

t'-tgmmmt t ttcr-^tf* -f 1 t»*att. 

[006 6] 15fcJ:i;il 3^cfcv^-C, ±IBr'-^T' 
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tt^tZtltzDV < X? l^DVD7l/-^l 31*1 

tcif a xf77s4o-c, t^ajLsisi 4 

iff 4 X? 10fft*ffiL*ffl^7>2a^Sp£lft*a5 

-r. m^mLmmi 4t±, £fe. f-?s«i3A>(.3t 

HPlflHB. -r^r^*>A, KftfciZ/SigK,., (Sd,A)£l5? 

^aj-r. cci*iE«i5«. *<rt\ x^-/r S 4i 

{CfcWt. Sd, A, K A £fflWTSlgK A _ 1 (Sd.A)£««E 

■r*. *>u miE&imfrtiiif, »wxf77s4 2 

Tizmmmzmmizm,w-tz> . 
[0067] 7 < x?<m%tt%m2frt>m?i-}£zixTz 

Sp&J: t>"r -f X ? cot- ^ mm 3 T^M^tti $ fife A 

^igawsiktcto, l^iftj^-y^AMSScH^fflv^T 

WiScc' Srff-^-r&dkJ&iT'^S. c' =H 

(m) , iitCm= (Sp, A) T'£>6. Lt^t, 
c ' =H ( S P , A) k%&. 

[0 0 6 8] PBftHii, mWc=H (Sp, A) $r±^ 

•t h tzMzmmw. 2 o x-m v ^ftfe *> <o t m tm&x- 
hh> c\commt. fa?iof-^is«3Ha» 

ffl3ftfe&l»*-K A £JflVvc, Si«K»-, <Sd.A)£«^fc 
-r&^kt;:J: , 9flr< ; >*i&. 
[0069] i>U c=c' . -T^h-h. H (Sd, 
A) =H (Sp, A) <T*Ui. AkSp^PTfk 

t*«iB»l^*»<bT3?t l, »0. ^t-. S P =Sd, 

- ? $ fife t-' 4 X ? CO v- U T^S# k #(3] fc T* 
6 i k t T ^-i> . i^'J Ttvmmfi—TKClb hb~th 

[ o o 7 o ] HSfcitfiai 4t;*5Wt , ^yf^yft 

U ^*-r /Vt a^* 1 ^ n* -y 7 T >y 73t- 

fS? ^ -yl,^3h'- vyXtC-t -y h-T^>. 
•y7s 5 ltli. df-«*|ft*^a-^2 1***-«K 

fl fcJ:tXK A . 1 kkt>fcK H fc«tt^K l1 . 1 S:^-rs. BS* 
!±JL^g2 2(i. fa? lcoM^tiitWffl^^^S 
d*U»ajL- (s52) . Xf77s5 3t. f'^'^/P 

s*sigK A . 1 (sd.A.K B )*sm:^-6. teii^^A 

-;U2 SJi-r-^T-tf-f 7*2 6«>^T r — ?£0^i±SL 
( s 54 ) , ^f77s 5 5?fU? IKWUTt*— 

S&tf. £<*>3t-*«ffitRU\ A, K fl , K„, Kh- i 
*Jj:tfSigK A -, (Sd,A,K n )£-£tf. 
[007 1] m5&£imi 5£*iWt. ±Sirr—7X' 
^•ftSftfeDVDr 4 X? 1*<DVD71/- \*1 3 1*) 



{cJfA£ft&k. ^f77s6 0t, at*tiJLSgB14 
tf?*X9 lcoggAtHL»ffl^2*^SpSrSE^Hi 

as^ttj Lien 14 wife, f^?i«f-?i«i 

A^af-UffS, ^4?*>, A, K A , K„, Km-! 
tJitXSigKft., (Sd,A,K H )£0^fcl3-r. CC Iftit^A 
-;H5li, ^cp^tfe.k-5^. Sd, a. K„i>J:l>' 
KftS-fflV^TT^^/l-S^SigKs.^Sd.A.KnJSr^E-r 
WE#<j£Sl!)?&*itir. »IWXf7 7s 6 2^ 

7/s 6 3^*. x-^coH^mih^ilS. 
[00723 :* U i^/Px -f X 7 "< -y ? T >y 7°3 b°- 

«ffr£(if^$ft&coT\ Hi otc^tfeieil^S3 0 
col¥iaa(jm±- El 6«7d- ^--v— b-C^SSixS. H 

i otJit/iai 5t#stau xf7/s 7 otsii^s 7 
join's 6 1 k n tT-fti.. i, Lmttftkmzmfrti 

•f-^UJl^fOjnsHixf-yrs 7 2T«7tl>, tffi 
SKlF*3tCK N Sr ^> g fflti , K „ A^Jt $ ixfe i> cOTIi 
^r^Cl b imti^bhtzthX'foh. *tK B 

& . «SE#-a» t «a)'C Atltf. Xf77s7 3Cfc^ 
X , tft^HJ 3 6 ifiM^^^tr ^?35 OII^ 

aju^ffla^^scSrut^at-. cci^«f§3 3 

(i, AC03b'-l^i7 ^-;l/Kj3t-7XX*^y- 
t73f-^IL> ■r^A' <s7 
4) . CC I^B)cfl3 3{i, owe. rV^/l-S^SigK 
n-^Sc.A'J^ft^t (s75) . Xf77s7 6t\ » 
ia*5fef-f^?3 5C07-'— ?«J^3tC, Sd, A, 
K„, K A , SigK A _! (Sd,A,K„), A' Joit/SigK,,., (Sc, 
A'JSr^^iitf^ 
[0073] H5t5<tt/Hl 7tCjoV^T, /-t73t 
-77 ^**ft §nfer a^tf-^ 2rB*-f S ^ 
<i, Xf77s8 0t, R»aJLSSBl4**T^X?3 

5coif^aiLWffl^2A^sp5rMAai-r. K^aiu 

^S14(i4fe. -e<97-'4 X?«f-?S13* 1 t.3f 
Sd, A, K„, K A , SigK A .,(S 
d,A.K„), A' fcitfSigKH-ifSc.A'JfclS^ay-f ( s8 
1 ) . CC ItftKfgl 5(i, OV^f', Sd, A, K„Srffl 
V^t7 i >'*?^*SigK fl -,(Sd > A,K B )Sr«iiiE-rS ( s 8 
2) . CtOXx-yTti. «®E«SIO*2aWi-CfflV^fedf 
-K n B##»jt3ftfefc<OT^£ k Sr^BE-TS t>co 

^<Ol$IiE^&imti\ S^{iPl±$^?» (X 
T7/s85) . &Utfl8.P}X*$>tltf. iW:xf77s 
83T\ CCira^y'A-'HSiS 1 ', Sp, A' tsJ: 
t>" K „ £ JH m 2 CO-r v ? ;Mf*Si gK M . , (Sc , A' ) <7)f$ 

„ t>L. Sp=Sc&£>{±\ zcox^ yym^ a 
f-$tlfe-r ^X7S b"- $ /xfe t, OTlitc^Z 
kSr^L-. ±ot. fB2ift«ntr-<0H±Srffljh-r4. 

««K*<isai"e*<t{f , mgm 1 7 (ix-? t 
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( s 8 4 ) . * $ xwrtiimmtmikztiz ( s s 

5) . 

[0074] *&wiz£ &umu. im$&mz*i tx- 
hz.ttmm^tv^o . ^oie«a*K<i. mar* is 

- h # - K R A M X t D Sr tf . 

[0075] &wmr>i'CfvxMzm'j<-Kmz 

[0Htf>f8**l»Dn 

[01] *f^fcJ:6DVD7 i <r*?^i*0"C* 
«. 

[02] BllO-f^^^S:»3Si-&fc«>(cflS6ffl3<x4 
[03] n t-B6± § ftfc 7 s ' -f x 9 & ftmrr h ?zMz 

[04 3 03 m£ltXKe>Mfteii%-*- 7 o-EIf$) 
*. 

[05] *»B^C i^DVD T V— Y<oimf^ 'v 9 

mx-hh* 

[06] 0 5 cnru-^m^mk-f y u-0t-& 
[ a 7 3 n t:-«afli«<oms<o0!i t s -2 < , 0 3 o 

-0-C&-&. 

[08 3 *«W<0ffi<0WlcJ:63>"ry*yflWft#{c«J: 



[093 08 aneasswoawe ^t^n -mxh 

[0103 aHMHeafCSMffl*^*^*****!:** 

■T — 9 immw<?>WB® yn>»? at* a . 

[0113 01 O<9iEI33SH«SWts£^7n-0T 

[0123 U i^-f/^T-' tf-tfft $ ii=5rv ■> 

08OlBi4^ac 7 5P»^5:^7o-0fS) 

[013 3 S^UJ:^fcU"CV^6T-fX^**012tc 

^ Lrtrisnfft-fNcfis o tie^$ v i & mscom 5 cor 

[014 3 :tu i^/i'xVx^^m E^ntr-^ 
JS#HF 3 *i 08colS#l^a^lf«a»#2r^ 
yv-WXhh. 

[0153 S^LJ;dtLTV^f-'^x7^0l4<?5 

iBiJiS^^^ -5 tiast sax ^& s i5»7i/- 

[0163 im^co^r- 9 Sikifim 1 4 <0lE»ttf^(- 
[017 3 a fc LXWf4*9tm \ 6lz 

^ l fci mmmzu -oxtm^tix^m^. 0 5 co 

1 DVDfa^ 

2 mm-wm 

3 -r~9ffi.m 

4 *f£$* DVDfU^ 



[01 3 



[023 



[04 3 



Hi 





T4 7.9m\=f-* 



31 



c 



,62 



S3 



s4 
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[03] 





12 








CC I 










mm I 



[05] 
B5 



13 



15 

















CC I 















16 



[09] 



[06] 



c 



CC I . 



c 



s8 



CC i €r#E-ra 



yes 



s7 



C 



SB 



[07] 



r Y 9 



.510 



CCI = Sd 



E 



311 



S12 



(3 

I 

I 



313 



0 



I s s18 



c 



s19 



! s20 



4 



s21 

y 
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c 



in 



[01 1 3 



i 



s22 



CC I HkZS'r-?* 



CC I SrfcSET* 



V 23 



yes, 



s24 



yes 



yes 



\CCopy~Frce 

< 



Freely) ?/ 



(Copy-Once) ? 



^s27 



Wfc&CC I £ 



* 9 



c 



s28 



CC I*5<fctf V 



[121 2] 

012 



(Never-Copy) 



S i gK A _, (Sd, A) £ 



s30 



s31 

1/ 



s32 



s33 



1/ 



334 



7=-?, S i gK A _, (Sd. A) 
A43<fctfK A €:-r^ *^lc«*&tf 



s35 
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[HI 3] 



013 



Sp, A,K A *J:rX 
S 1 sK A . 1 (Sd. A) 



S40 



S i g K A _ j <Sd. A) £ 



[014] 



114 



CCFlcnt!-y>X 
(Copy-Once) *S!^t?> 



s50 



s51 



*-#K A . K A _,, 




Sd £K*tiJT 










S i gK A .j (Sd, A, K. K ) £ 








si4 



9*— ^.S i gK A .,(Sd. A. K M ) 
A, K A1 K^AtfKM.jS 



s55 



[HI 5] 



ai5 

Sp, A, K A . K u , K^^tf 
S 1 gK A .,(Sd. A. K M )£ 



s£0 



S i gK AM (Sd, A, K M > 



V 



yes 




^ 2 



^s63 
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[01 6] 



imi 7] 



H16 




^80 



Sd, A, K A . K M . S i g 
K^CSd. A,K M >*3£tf 
A* &J;tfS i gK M ., 

(sc. a') e^aj-r 



s81 

V 



S 1 gK A _i CSd. 



A, K M ) 



^73 kf-GfoHHore-Copy) 



S I gK kM (Sc, A') 




S i gK M ., 


(Sc, A') 







S76 



Sd,A. K M , K A .S i gK A ^L/ 
KSd, A, K M ) . A' 43<fctf 
S i gK MM (Sc, A') * 

5^ *?\zm$&ts 




r«85 



